OT OHJ/IAUH-MOLUEHHUMKOB

Y1o6bI AOGpaTLCA A0 BalMX 6aHKOBCKUX CHETOB,
MOLUEHHUKaM HY)XHbl BallX NepPCcoHasibHble AaHHble
U PEKBU3UTbI KapT

Kakue cxeMbl ucnonbsyrot achepucTbi?

OBELLAKOT 30/10TbIE FOPbI
Onpockl 38 BO3HarpaxaeH1e, coLunanbHbIe BbiMaTbl UM CBEPXMPUBHITbHBLIE
WHBECTULIMOHHbIE MPOeKThI. [apaHTHsa GbICTPOro 0GoralleHns - NPU3Hak o6MaHa

SAMAHUBAIOT HA PACMPOOAXWN

OFpOMHbIe CKNAKU U HASKUE LieHbl MOTYT OKa3aTbCH MOLMEHHNYECKON Y/I0BKOWM

CNEKYTNPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6bABASAIOT COOP AEHEr Ha Pa3paboTKy BakKLUWH, 06ELIaT BEPHYTh
[EeHbrn 3a OTMEHEHHbIe Peichl UKW NPeanaraioT NoNyYUTs FOCYAapCTBEHHbIE
notauuu

MACKUPYIOTCHA

PasbIrpblBaloT pofb NPOAABLIOB M NMOKYNAaTeNen Ha NonyAspPHbIX caiTax 06 bABIEHUNA

Kak o6e3zonacutb cBOMU AeHbru

B UHTepHeTe?

1
2
3
4
5

YcTaHoBWTE aHTUBUPYC U pPerynsipHo o6HOBNAKTE ero

3aBeaunTe oTAeNbHYIO AeGEeTOBYIO KApPTy A4NS NnaTexe
B VHTEPHETE 1 K/1aanTe Ha Hee HY>XKHYIO CyMMY Nnepeq onnaTtoi

Bcerpa npoBepsiite agpeca sNeKTPOHHOM MOYThl U CalATOB -
OHW MOTYT OT/IMHATLCSH OT OhULIMATIbHBIX MTULLL NapPOi CUMBOOB

He nepexogute no cchifikam OT HE3HAKOMLIEB -
cpasy yaansite COMHUTE/bHblE COOBLLEHMA

HVIKOMy He coobuialite cBOMU NMnepcoHasbHble AaHHble

ey
s

AaY,  [logpoOHee o npaBunax e
-'hl;f%% KuGeprurueHsi * p ) PuHakcoBas
EXa%d  Guraiite Ha fincultinfo Ss7 KynBIypa



HA BAC
BbIXO4AT CAMU

Adcbepuctbl moryt
npeacrtaBuTbCcH cny>x6ou
6e3onacHocTn 6aHkKa,
HaroroBoW,

npokypartypow

JTro6oi HeoXXnaaHHbIA
3BOHOK, CMC nnu nucemo -
noBoA HAaCTOPOXUTbLCH

3BOHAT

n3 BaHka, nomuumn
WNW Opyron opraHusaummn?

PALYIOT BHESAMHOW g
BbIFOZOM WU MY AIOT

NpUTYNNSIoT
6AuTenbHOCTb

Q BAXHO!

CotpyaHUKM 6aHKOB U NOAULUMK
HUKOI A He cnpawmMBaloT
PEKBU3UTBI KapTbl, MAponu

n3s CMC, nepcoHanbHble gaHHble
M He NMPOCHAT CoBepLUaTh
nepeBsoAbl ¢ Ballen KapThbl

Bl

Kak 3awmtutb cBOM hMHaHCHI,
yuTtaiTe Ha fincult.info

~ YBEIOWUTECD,

CunbHbIE a3MOLMN UTO 3TO HE MOLUEeHHWKMK!

9 HA BAC OABSAT

Adpepuctbl Bcerga
TOPOMNAT, YTOOb!

y Bac He 6bIno
BpemMeHu Bce o6aymaTtb

@ rOBOPAT O AEHbIrAX

MpepnaratoTt cnactu
c6epexeHuns, NonyvYnTb
KOMMNEeHcauulo UAn BAIOXKUTbCH
B UHBECTULMOHHbIA NPOEKT

= 9 NPOCSIT COOBLUUTb
OAHHbIE

310yMbILLNIEHHUKOB
UHTEpEecCYyIOT PEKBU3UTDI
KapTbl, MApon v Koabl

n3 6aHKOBCKUX YBe4OM/IEHUHA

HUKOr AA HUKOMY
HE COOBLUAUTE:

koAbl us CMC

Tpex3Ha4YHbI Kkog Ha 060pOTHOM
cTopoHe KapTbi (CVV/CVC)
PIN-kog

naponun/nornHbl K 6aHKOBCKOMY
NPUNOXEHUIO U OHNanH-6aHKy
KOAQOBOE CNOBO

nepcoHanbHble AaHHble

®duHaHcoBad
KynbTypa



@ baHK Poccuun

KAK SALIMTUTBCHA
OT ®PULLUNHT A




@ baHk Poccum

KAK SALLNTUTD

CBOUTADXKETbI OT BUPYCOB

KAK NMOHATD,

BUPYCDbl:

+ OTKPbIBAIOT yAasieHHbIA AOCTYN K BalleMy YCTPOMCTBY
« KPaAayT NorMHbl U NAPONU OT OHMAKH- U MO6UNbHOro 6aHka
+ NepexBaTbIBalOT CEKPETHbIe KOAbl U3 COO6LLEHMIA

3anony4mB 3TU AaHHbIEe, KNUGEPNPEeCTYNHUKMN
MOryT MNOXUTUTb BCE AE€HbIM C BalUUX CHETOB

3aBucaeT, nepesarpy>XaeTcsa UM oTKIIoYaeTCs

Camo 3aBepLuaeT paboTy NPUNOXEHUN

YTO YCTPOMUCTBO 3APAXEHO?

4YTO AENATD,

[NokasbIBaeT BCMN/bIBaOLWNE OKHA

TepsaeT o6bem namaTu

[Mo3BoOHMTE B 6aHK 1 NoNpocuTe 3a6/10KMpoBaTh 4OCTyN
K OHManH- 1 MOBUIbHOMY GaHKy 1 BCE KapThl, KOTOPbIE

EC/IM HA YCTPOWUCTBE BUPYC? MCMONL30BANM Ha yCTpoACTBE

KAK SALLIUTUTDb

YCTPOWCTBO OT BUPYCOB?

O6paTuTech B CEPBUCHBIN LL@HTP, YTOGbI BbI/I€YUTb ragxeT

MepeBbinycTUTe KapTbl, CMEHUTE IOMMH U Naponb
OT OHMaiH-6aHKa 1 3aHOBO YCTAaHOBUTE GAHKOBCKOE NPUIOXEeHNe

McnonbsyiTe aHTUBUPYC 1 perynsapHo ero o6HoBnsiTe

He nepexoguTte no ccbifikaM OT HE3HAKOMLIEB, HE YCTaHaB/IMBaWTe
NporpaMMbl Mo Ux NPocbOe U He UCMONb3YNTe YyXKe hellKn

CkauvnBanite NPUIOXEHNSA TONbKO U3 NPOBEPEHHbIX UCTOYHUKOB
O6HoBRAWTE ONEPAUNOHHYIO CUCTEMY YCTPOCTBA

Ns6eramrte obLienoctynHbix Wi-Fi-ceTeli

Moapo6Hee o 3allUTe ragXeToB PuHaHcoBas
ymTamTe Ha fincult.info KynbTypa



YTO AEJIATDb, ECJIN C KAPTDI

YKPAJIN AEHDBIN?

o 3ABJ/IOKUPOBATDb ® HAMUCATH

KAPTY : SAAB/TIEHUE O HECOIr MmACHUHA
: C OMEPALIVEA

+ Mo Homepy TenecoHa 6aHka 3asBneHne AoNXKHO
Ha 6aHKOBCKOMW KapTe : O6bITb HANUCAHO:

UK Ha ocpuyManbHOM canrte
* B TEYEHWE CYTOK nocne

+ Yepes MOGUrIbHOE NMpurnoXxeHue ! cooBLeHns 0 cnMcaHum
* yepes NU4HbLINA KabuHeT i AREHEL
Ha ohuManbHOM canTe 6aHKa | -+ Ha MecTe B OTAENeHUuu
: 6aHKa

» B otaeneHuu 6aHka

KAK OBE3OINACUTb AEHbIM'MN HA CHETAX?

Q OBPATUTbBCH

B NMO/ULIUIO

Yem Gonblie nogen
nogagyT 3asBneHus,
TéM Bbillle BEPOATHOCTD,
YTO NPEeCcTYrNHUKOB
nonmaroT

HUKOMY HE COOBLLIAWUTE: KOOOBOE C/IOBO
« CPOK OEWCTBUS KapTbl U TPEX3HauYHbIn Kof Has3bIBaWTE TOMNBKO COTPYAHUKY BaHka,
Ha ee 06OPOTHOI CTOpoHe (CVV/CVC) KOr[la CaMut 3BOHUTE Ha ropaYyio

« Maposin 1 Koabl U3 yBegoMneHnn NUHUIO

« NIOFUH W NMaponk OT OHMNanH-6aHKa

HE NYBJ/IMKYUTE
NepcoHanbHbie AaHHbIe B OTKPbLITOM gocTyne

< bBaHk He koMneHcupyeTt
norepu, ecnu Bbl HapyLwnnun

YCTAHOBUTE npaBsuna 6esonacHoro

daHTUBUPYCbI Ha BCE YCTPOUCTBA

Moppo6Hee o npasunax 6e3onacHoOCTH
yuTaiTe Ha fincult.info

NCNo/ib30BaHNA KapTbl

PuHaHcoBas
KynbTypa




